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Rockchip Android 11.0 SDK{XiB T & 4%mi%

3Tk
Takitotit

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www. rockchip.com.cn:2222/Android_R/manifests.git -m Androidll.xml

ARSSERRIR T2k

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u

ssh://git@www. rockchip.com.cn:2222/Android_R/manifests.git -m Androidll.xml --
mirror

X, repogooglePythonHIASAYERgitAI—MNHA, FEERARTE. EEAndroidIIE R
G, ETEtitnT:

git clone ssh://git@www.rockchip.com.cn:2222/repo-release/tools/repo

NG EZFREIRESDKIER, ot AE OB ESREXINRAFISDKYIEEGEE. LA
ROCKCHIP_ANDROID11.0_SDK_RELEASE.tar.gz.* 79, #NEZ¥RHERE, BN FaSaidH
DELER


http://www.rock-chips.com/
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mkdir ROCKCHIP_ANDROID11.0_SDK_RELEASE

cat ROCKCHIP_ANDROID11.0_SDK_RELEASE.tar.gz* | tar -zx -C
ROCKCHIP_ANDROID11.0_SDK_RELEASE

cd ROCKCHIP_ANDROID11.0_SDK_RELEASE

.repo/repo/repo sync -1

.repo/repo/repo sync -c

XHS%miE
—BmFEDNS

./build.sh -UKAup
( WHERE: -U = build uboot
-C = build kernel with Clang
-K = build kernel
-A = build android
-p = will build packaging in IMAGE
-0 = build OTA package
-u = build update.img
-v = build android with 'user' or 'userdebug'
-d = huild kernel dts name
-V = build version
-] = build jobs

TR H BRI R EREN L E, EHIFE OFERENTa, 2441
source build/envsetup.sh
Tunch rk3566_rgo-userdebug
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EVB1-
DDR4-V10

EVB2-
LPDDR4X-
V10

EVB4-
LPDDR3-
V10

EVB5-
DDR4-V10

EVB6-
DDR3-V10

EVB7-
DDR4-V10

EVB1-
DDR4-V10

EVB2-
LP4X-V10

Android

build/envsetup.sh;lunch
rk3566_rgo-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3568_r-userdebug

build/envsetup.sh;lunch
rk3566_r-userdebug

build/envsetup.sh;lunch
rk3566_r-userdebug

S

J/build.sh
-AUCKu

/build.sh
-AUCKu

./build.sh
-AUCKu

/build.sh
-AUCKu

/build.sh
-AUCKu

/build.sh
-AUCKu

./build.sh
-AUCKu

/build.sh
-AUCKu -
d

rk3566-
evb2-
Ip4x-v10

/build.sh
-AUCKu -
d
rk3566-
evb2-
Ip4x-v10

kernel4FiF

make ARCH=arm64
rockchip_defconfig
android-11.config;make
ARCH=armé4 rk3566-
rk817-tablet.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb1-ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb2-lp4x-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb4-Ip3-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb5-ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb6-ddr3-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3568-
evb7-ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.config;make
ARCH=armé4 rk3566-
evb1-ddr4-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.config;make
ARCH=armé4 rk3566-
evb2-Ip4x-v10.img -j24

ubootég
F

/make.sh

rk3566

./make.sh
rk3568

./make.sh
rk3568

./make.sh
rk3568

/make.sh
rk3568

./make.sh
rk3568

./make.sh
rk3568

/make.sh
rk3566

/make.sh
rk3566



4
>
1]
Soc A e
;T EVB3-
RK3566 & DDR3-V10
R
FF EVB5-
RK3566 b3 LPDDR4X-
i V10
RK3326 i 8631EH,
R
F px30-evb-
PX30 b3 ddr3-v10-
= avb
=
12 rk3399-
hire-
Rk3309 v sapphire
FF excavator-
b3 edp-avb
R
IND
- rk3399-
H.TIL evb-ind-
RK3399 7 Ipddr4-
N android-
& avb
R

HthémiFisnen

Android

build/envsetup.sh;lunch
rk3566_r-userdebug

build/envsetup.sh;lunch
rk3566_r-userdebug

build/envsetup.sh;lunch
rk3326_rgo-userdebug

build/envsetup.sh;lunch
PX30_Android11-
userdebug

build/envsetup.sh;lunch
rk3399_Android11-
userdebug

build/envsetup.sh;lunch
rk3399_Android11-
userdebug

S

/build.sh
-AUCKu -
d

rk3566-
evb2-
[p4x-v10

/build.sh
-AUCKu -
d
rk3566-
evb2-
Ip4x-v10

./build.sh
-AUCKu

/build.sh
-AUCKu

/build.sh
-AUCKu

./build.sh
-AUCKu

kernel4FiF

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.config;make
ARCH=arm64 rk3566-
evb3-ddr3-v10.img -j24

make ARCH=arm64
rockchip_defconfig
rk356x_evb.config
android-11.configimake
ARCH=arm64 rk3566-
evb5-Ip4x-v10.img -j24

make ARCH=arm64
rockchip_defconfig
android-11-
go.config;make
ARCH=armé4 rk3326-
863-1p3-v10-rksip1.img -
j24

make ARCH=arm64
rockchip_defconfig
android-11.configimake
ARCH=armé4 px30-evb-
ddr3-v10-avb.img -j24

make ARCH=arm64
rockchip_defconfig
android-11.config;make
ARCH=arm64 rk3399-
sapphire-excavator-edp-
avb.img -j24

make ARCH=arm64
rockchip_defconfig
android-11.configimake
ARCH=arm64 rk3399-
evb-ind-lpddr4-android-
avb.img -j24

Android11.0fRgEEERESkernel.imgfllresource.img

ubootég
F

/make.sh
rk3566

./make.sh
rk3566

./make.sh
rk3326

./make.sh
px30

./make.sh
rk3399

./make.sh
rk3399

Android11.089kernel.imgflresource.img@&7Eboot.imgt, EFifRIEkernelf[FEEEandroidiRH
R THT./mkimage.shEEHiFIEboot.img. 1TEEHSrockdev FHEIAIboot.img, BILAERRANT/5AE

JHeRIEkernel,

EyhiRiFkernel&Epgboot.img

FIEARIE: fEkernel BR NEHRIFELEMAY kernel. img F resource. img EHAZ||HAY boot. img
FrAGmiEAORH RS E R BooT_IMG=xxx S&fgEboot_sample.imgfUi&E, m<SUT:

LARK3566 #4191, JmiFRIEHRYIRAIboot.imghedts:

cd kernel

make ARCH=arm64 rockchip_defconfig android-11.config

make ARCH=arm64 BOOT_IMG=boot_sample.img rk3566-rk817-tablet.img -j24
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EEaAEEESkernel HR THboot.img ((EE: 32bitfIFE&Rzboot.img, I

3126c¢(/developer_guide/android_10_development_guide/android_tool_v2.79.png)) Zl#l2&HIboot

V8, REMBAMESXE (parameter.txt) |,

EfFRS
EHREIR

Android1189USBIRFDriverAssitantEEEHFIVS.1. 1A, alLlSE TENT RS,

WindowslEETH:

LIliRE U EEIR.

TEH.

RKTools/windows/AndroidTool/AndroidTool_Release_v2.79

-, BTREITE TR V2,79

TERER ABEH SHME
I Hrit |
2 0x00000000 Parameter  I:%2_rk3568_androidll\rockder\Inage. ..
3 |7 (0::00004000 Uboot I:1\2_rk3568_androidll\u—boot\uboot. img
4 [¥  0x00008000 Miszc Z:\2_rk3568_androidll\rockder\Image. .
5 [¥ | 0x0000A0C0 Dtho Z:\2_rk35668_androidil\rockder\Image. ..
| (-] ¥ 0x0000C000 vhmeta Z:42_rk3568_androidll\rockder\Image. ..
T [¥ | 0x0000C500 Boot I:42_rk3566_androidiltkerneliboot. img
8 [¥  0x0001ES00 Recovery Z:\2_rk3568_androidll\rockder\Image. .
-] [¥  ox001D6800 Super Z:\2_rk3568_androidil\rockder'\Image. ..
< >
Loader Ver:1.01 thiT Nk EETER B
|5 - ML
DAT BBt

RKTools/Tinux/Linux_Upgrade_Tool/Linux_Upgrade_Tool_v1.56

T T RERBPELHFAR

ElHi5BR

e R RN X

(LARK3566 /9, iXERIu

rockdev/Image-rk3566_rgo/

— boot-debug.img
— boot.img

— config.cfg

— dtbo.img

— MiniLoaderAll.bin

F— misc.img
— parameter.txt

— pcba_small_misc.img
— pcba_whole_misc.img

— recovery.img
— resource.img
— super.img
— uboot.img
— update.img
L— vbmeta.img

nchA9Rrk3566_rgo-userdebug)


af://n1389
af://n1390
af://n1396

TERSINTIXHEIET: (RK3566/RK3568 REERStrust.img)

rockdev/Image-rk3566_rgo/

— boot.img
}— dtbo.img
— MiniLoaderAll.bin

f— misc.img

— parameter.txt
— recovery.img
— super.img

— uboot.img

L— vbmeta.img

tBATLAEIRS update. img

Bl R

Elf4 5B
boot.img &&ramdis, kernel, dtb

5boot.imghyZEal2userEH R LUREIX~boot.imgi#iTrooti R

boot-debug.img e

dtbo.img Device Tree Overlays 2% FHEAYdtboETiAH
config.cfg RETENRENH , JUBEESNRE T BER G2 ERIGEI

MiniLoaderAll.bin
misc.img
parameter.txt
pcba_small_misc.img
pcba_whole_misc.img
recovery.img
super.img

trust.img

uboot.img
vbmeta.img

update.img

85— loader

Srecovery-wipeFHWRRER, kSRS Trecovery

BEHXER

BEpcbaFIINRER, WEERFNBZMpcbatEs
BEpcbaFHmRAER, SHNTERRpcbatEz,
B &recovery-ramdis, kernel, dtb

&&odm, product, vendor, system, system_extoXHA

B5BL31. BL32 RK3566/RK3568;8B4MIXMNEE, FAEEIRS
B & ubootE{HF
BEavbiIER, FATFAVBREL

BEULFERSImg Y, JURTIEERRSENEHE

fastboot/ZErISN X

REEMBESIFNENXK, BEMIET system/vendor/odm/product/system_exti X, HES
super.img, EdESsystem/vendor/odm&Z (RILAfEout FEREIRIMIimgS{4) BILAFR
fastbootd , E3KadbfIfastboothR A AEFT, SDKIRHTRIFFHNIES:


af://n1402
af://n1452

RKTooTls/Tinux/Linux_adb_fastboot (Linux_x86/i4)
RKTooTs/windows/adb_fastboot (windows_x86}ik4)

o EAMIREMNEIK:

adb reboot fastboot

fastboot flash vendor vendor.img
fastboot flash system system.img
fastboot flash odm odm.img

it #ANfastbootdtErlg, FR LRETEXREERE, WEFR:

fastbootd

Android Fastboot

Product name - rk3326_q
Bootloader version - unknown
Baseband version -

Serial number - YOVGGEWYJK
Secure boot - yes

HW version - @

Use volume up/down and power.

Reboot systen sew TN 0000

3 -'--._-\_"l.'l ﬂ&dEF“

i*: IEshS o KERfastboot, iGid#A\bootloader:

adb reboot bootloader

RS GSITTE:

o HHAVIESMRSIE, HHAfastbootd, REBEREGSIHAsystem.imgkEEFAImisc.img, 1REE
St \recoveryiHfTIREHTIRE. TEM LB NEERIE:

1. B ZEbootloader, REES->H 22628 :

adb reboot bootloader
fastboot oem at-unlock-vboot ## XIFheEiTavb NS, 155 %F M SRS .

2. WEHIRE, EFZEfastbootd:

fastboot flash misc misc.img
fastboot reboot fastboot ## Uitk A fastbootd



3. FHAFREGSI

fastboot delete-logical-partition product ## (AJik) X T20 X400 Sk, Al LLeHAT
A& A MEproductsr X5 b HGST

fastboot flash system system.img

fastboot reboot ## SN INE, B

e E: tEETLAEAIDSU(Dynamic System Updates)EGSI, BaiRockchip EEBEBIATF
DSU, BT ZINEEEEEFEARNT, 216 DDRELATHIRSEERH, BXxDSURRIEFIE
H, iE&%ZAndroidEN:
https://source.android.com/devices/tech/ota/dynamic-system-updates

o E1: VISIKAES, FEENRERZFELAIboot-debug.imgZlbootX;

e [E2: CTS-ON-GSHUHRTUAFEE,REboot-debug.img;

o E3: MIRXANS{EAGoogleBA RN, HHE-signedERAIGSIEE;

((EFHDTBOI&EE

Android 10.0/% LA ESz#5Device Tree OverlaysThgg, FFRISIEAMEEERREdtbo.img, FFSEI =
IERIGREE.
1EBUTA:

1. FE(EFERIRERL

get_build_var PRODUCT_DTBO_TEMPLATE

fogn:

PRODUCT_DTBO_TEMPLATE := $(LOCAL_PATH)/dt-
overlay.in(device/rockchip/rk356x/rk3566_r/dt-overlay.in)

2. MINEIEREENT A
f5len

/dts-vl1l/;
/plugin/;

&chosen {
bootargs_ext = "androidboot.boot_devices=${_boot_device}";

e

&firmware_android {
vbmeta {

status "disabled";

};
fstab {
status = "disabled";
s
};

&reboot_mode {
mode-bootloader = <0x5242C309>;
mode-charge = <0x5242C30B>;
mode-fastboot = <0x5242C303>;
mode-loader = <0x5242C301>;


https://source.android.com/devices/tech/ota/dynamic-system-updates
af://n1485

mode-normal = <0x5242C300>;
mode-recovery = <0x5242C303>;

IFg
iE: (EAdtboll—EEfRdtsHh{F Ealias, BNFEiLrkINoverlay
{Epkfstab3 {4

1. IKEIEFEEMEIRI S

get_build_var PRODUCT_FSTAB_TEMPLATE

a0 :

PRODUCT_FSTAB_TEMPLATE := device/rockchip/rk356x/rk3566_eink/fstab_eink.in

263 MR, E¥swap_zramB%, EMdatasy Rigss
{Egparameter.txt

Android 117N T “EMparameter. txtiI TR, IFRIEAECESE R FEHparameter.txt, NRSTEERE
BRI, MSSHRIEREFaIparameter.txt3 {4,

1. FE(EFERIERL

get_build_var PRODUCT_PARAMETER_TEMPLATE

fogn:

PRODUCT_PARAMETER_TEMPLATE :=
device/rockchip/common/scripts/parameter_tools/parameter.in

2. {EECE D KA/INBIAN):

BOARD_SUPER_PARTITION_SIZE := 2688548864
BOARD_DTBOIMG_PARTITION_SIZE := XXXX

BOARD_BOOTIMAGE_PARTITION_SIZE := XXXXX
BOARD_CACHEIMAGE_PARTITION_SIZE := XXXX

3. MFEFparameterEp TE
ZII— N parameter.txtS4EHRAYdevice HR TRIE]
{580 device/rockchip/rk3326/rk3326_g/parameter.txt
4 {YERT B4R parameter.txt({Filfn):

parameter_tools --input
device/rockchip/common/scripts/parameter_tools/parameter.in --firmware-version
11.0 --machine-model rk3326 --manufacturer rockchip --machine rk3326_r --
partition-Tlist
uboot_a:4096K,trust_a:4M,misc:4M,dtbo_a:4M,vbmeta_a:4M,boot_a:33554432,backup:30
OM, security:4M,cache:300M,metadata:4096,frp: 512K, super:2G --output
parameter_new.txt


af://n1499
af://n1508

iE: MRFEKRRFOTARHE, EEIEEMBZAINRFAIparameter.txt

AndroidEHifitE
FhiEremlunch

PARK356xFa#iErk3568_rifmafl, SLATHE:
1) {&&device/rockchip/rk356x/AndroidProducts.mkig&firk3568_rfdlunch

--- a/AndroidProducts.mk
+++ b/AndroidProducts.mk
@@ -17,10 +17,14 @@

PRODUCT_MAKEFILES := \
$(LOCAL_DIR)/rk3566_rgo/rk3566_rgo.mk \
$(LOCAL_DIR)/rk3566_r/rk3566_r.mk \

+ $(LOCAL_DIR)/rk3568_r/rk3568_r.mk \

COMMON_LUNCH_CHOICES := \
rk3566_rgo-userdebug \
rk3566_rgo-user \
rk3566_r-userdebug \
rk3566_r-user \
rk3568_r-userdebug \

+ rk3568_r-user \

2) 7Edevice/rockchip/rk356xBRE T##Erk3568_rEHSR

Z#device/rockchip/rk356x FEABHIrk3566_rr=RE FiE, LA BN rk3566_rgrk3568_r,
SREErk3568 rEBR FHIFRAE rk3566_r =809 rk3568_r

Kernel dtsi5Bg
FhiEr=andts

FrmATER dtsETLURIE FRAVECEIRE A dts(EASE,
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DDR

LPDDR4

LPDDR4

DDR4

DDR3

DDR3

DDR3

DDR3

LPDDR3

LPDDR4

LPDDR4

LPDDR3

F&tRE
B

FiR

FER

FEIR

FER
FER
AR
AR

SHE=
o=

FEIR

FER

AR

FiR

na

BN

RK3566
EVB2

RK3568
EVB1

evb

evb

B

EVB

TEHEN

INDFFAHR

BQ25703%X
TEEE

edpF

DTS

rk3566-rk817-tablet

rk3566-evb2-Ip4x-v10

rk3566-evb1-ddr4-v10

rk3326-evb-Ip3-v10-avb
px30-evb-ddr3-v10-avb

rk3326-863-Ip3-v10-rkisp1

rk3326-evb-ai-va-v12

rk3399-sapphire-
excavator-edp-avb

rk3399-evb-ind-lpddr4-
android-avb

rk3399-tve1030g-avb

rk3399-mid-818-android

DDR/EMMC/NAND FLASH/WIFI/3G/CAMERARYZ 155 sCAYE S fEredmine t, SHEWT:

https://redmine.rockchip.com.cn/projects/fae/documents

Android>#y

RKkDocs\android

Android_SELinux(Sepolicy) 4. 5F

RKDocs/android/Rockchip_bDeveloper_Guide_Android_SELinux(Sepolicy)_CN.pdf

Wi-Fi3 3


af://n1621
af://n1622
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RKDocs/android/wifi/
— Rockchip_Introduction_Androidl0.0_WIFI_Configuration_CN&EN.pdf
L— Rockchip_Introduction_REALTEK_WIFI_Driver_Porting_CN&EN.pdf

3G/AGHRIRIRBEN S

RKDocs/common/mobile-net/

— Rockchip_Introduction_3G_bata_cCard_USB_File_Conversion_CN.pdf
— Rockchip_Introduction_3G_bongle_configuration_CN.pdf

L— Rockchip_Introduction_4G_Module_cConfiguration_CN&EN.pdf

Kernel3#4

RKDocs\common

DDRFERIAS

RKDocs/common/DDR/

— Rockchip-Developer-Guide-DDR-CN.pdf

— Rockchip-Developer-Guide-DDR-EN.pdf

— Rockchip-Developer-Guide-DDR-ProbTem-Solution-CN.pdf

— Rockchip-Developer-Guide-DDR-Problem-Solution-EN.pdf

L— Rockchip-Developer-Guide-DDR-Verification-Process-CN.pdf

AudiofZIRF5

RKDocs/common/Audio/

—
Rockchip_beveloper_Guide_Audio_call_3A_Algorithm_Integration_and_Parameter_Debug
ging_CN.pdf

— Rockchip_beveloper_Guide_Linux4.4_Audio_CN.pdf

L— Rockchip_bDeveloper_Guide_RK817_RK809_cCodec_CN.pdf

CRUTRIRIZHS

RKDocs/common/CRU/
— Rockchip_beveloper_Guide_Linux3.10_Clock_CN.pdf
L— Rockchip_RK3399_bDeveloper_Guide_Linux4.4_Clock_CN.pdf

GMACHRIR A5

RKDocs/common/GMAC/
L— Rockchip_bDeveloper_Guide_Ethernet_CN.pdf

PCietSIR 45


af://n1631
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RKDocs/common/PCie/
L— Rockchip-Developer-Guide-Tlinux4.4-pPCIe.pdf

|2CHRER SIS

RKDocs/common/I2C/
L— Rockchip_Developer_Guide_I2C_CN.pdf

PIN-Ctrl GPIOFETRSZAY

RKDocs/common/PIN-Ctrl/
L— Rockchip-Developer-Guide-Linux-Pin-Ctr1-CN.pdf

SPIFRIR 5

RKDocs/common/SPI/
L— Rockchip-Developer-Guide-Tinux4.4-SPI.pdf

SensorfEIR3E

RKDocs/common/Sensors/
L— Rockchip_Developer_Guide_Sensors_CN.pdf

10-Domaint& R34

RKDocs/common/IO-Domain/
L— Rockchip_bDeveloper_Guide_Linux_IO_DOMAIN_CN.pdf

LedstRIRIHE

RKDocs/common/Leds/
L— Rockchip_Introduction_Leds_GPIO_Configuration_for_Linux4.4_CN.pdf

Thermal;Bi=tER 3

RKDocs/common/Thermal/
— Rockchip-Developer-Guide-Linux4.4-Thermal-CN.pdf
L— Rockchip-Developer-Guide-Linux4.4-Thermal-EN.pdf

PMICE RS IBIRIRIEY
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RKDocs/common/PMIC/

— Archive.zip

— Rockchip_beveloper_Guide_Power_Discrete_DCDC_EN.pdf

— Rockchip-Developer-Guide-Power-Discrete-DCDC-Linux4.4.pdf
— Rockchip-Developer-Guide-RK805.pdf

— Rockchip_beveloper_Guide_RK817_RK809_Fuel_Gauge_CN.pdf
— Rockchip_RK805_Developer_Guide_CN.pdf

L— Rockchip_RK818_RK816_Introduction_Fuel_Gauge_Log_CN.pdf

MCURIR A5

RKDocs/common/MCU/
L— Rockchip_Developer_Guide_MCU_EN.pdf

IFESIRIRRIR S

RKDocs/common/power/
— Rockchip_beveloper_Guide_Power_Analysis_EN.pdf
L— Rockchip_Developer_Guide_Sleep_and_Resume_CN.pdf

UARTHRIRIAS

RKDocs/common/UART/
— Rockchip-Developer-Guide-Tinux4.4-UART.pdf
L— Rockchip-Developer-Guide-RT-Thread-UART.pdf

DVFS CPU/GPU/DDRZESEESTRY

RKDocs/common/DVFS/

— Rockchip_beveloper_Guide_CPUFreq_CN.pdf

— Rockchip_beveloper_Guide_CPUFreq_EN.pdf

— Rockchip_bDeveloper_Guide_bevfreq_CN.pdf

— Rockchip_beveloper_Guide_Linux4.4_CPUFreq_CN.pdf
L— Rockchip_bDeveloper_Guide_Linux4.4_bevfreq_CN.pdf

EMMC/SDMMC/SDIOHE ST

RKDocs/common/MMC
L— Rockchip-Developer-Guide-Tinux4.4-SDMMC-SDIO-eMMC.pdf

PWMIRIRSZHS

RKDocs/common/PwM/
— Rockchip-Developer-Guide-Linux-PwWM-CN.pdf
L— Rockchip_beveloper_Guide_PWM_IR_CN.pdf

USBIRIRN A5
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RKDocs/common/usb/

— putty20190213_162833_1.7o0g

— Rockchip-Developer-Guide-Linux4.4-RK3399-USB-DTS-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-FFS-Test-Demo-CN.pdf

— Rockchip-Developer-Guide-Linux4.4-USB-Gadget-UAC-CN.pdf

— Rockchip-Developer-Guide-USB-Initialization-Log-Analysis-CN.pdf
— Rockchip-Developer-Guide-USB-Performance-Analysis-CN.pdf

— Rockchip-Developer-Guide-USB-PHY-CN.pdf

L— Rockchip-Developer-Guide-USB-SQ-Test-CN.pdf

HDMI-INIJEESZ S

RKDocs/common/hdmi-in/
L— Rockchip_bDeveloper_Guide_HDMI_IN_CN.pdf

TR

RKDocs/common/security/

— Efuse process explain .pdf

— RK3399_Efuse_operation_Instructions_v1.00_20190214_gN.pdf
— Rockchip_beveloper_Guide_Secure_Boot_Vv1.1_20190603_CN.pdf
— Rockchip_beveloper_Guide_TEE_Secure_SDK_CN.pdf

— Rockchip_RK3399_Introduction_Efuse_Operation_EN.pdf

— Rockchip-Secure-Boot2.0.pdf

— Rockchip-Secure-Boot-Application-Note-v1.9.pdf

L— Rockchip vendor Storage Application Note.pdf

\Y 4
ubootf 415
RKDocs\common\u-boot\Rockchip-Developer-Guide-UBoot-nextdev-CN.pdf

Trusty MBS

RKDocs/common/TRUST/
— Rockchip_Developer_Guide_Trust_CN.pdf
L— Rockchip_beveloper_Guide_Trust_EN.pdf

CameraXty

RKDocs\common\camera\HAL3\
TEXIE
RKDocs\common\RKTools manuals

PCBAFF A& {EE RIS
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RKDocs\android\Rockchip_Developer_Guide_PCBA_Test_Tool_CN&EN.pdf

| — = MM =

RrRFEERIRER
RKDocs\common\display\Rockchip_Developer_Guide_DRM_Panel_Porting_CN.pdf

HDMIiitsFa

RKDocs\common\display\Rockchip_Developer_Guide_HDMI_Based_on_DRM_Framework_CN.pd
.F

Bl E7~DRM Hardware Composer (HWC) [algR&th
HiE

RKDocs\common\display\Rockchip FAQ DRM Hardware Composer V1.00-20181213.pdf

DRMERFAXRIERE

RKDocs\common\display\Rockchip DRM Display Driver Development Guide V1.0.pdf

RGAHHXIARSHTHES

RKDocs\common\display\Rockchip_RGA_FAQ.pdf

B ERERE R &S
BiEframeworks, GPU.Gralloc, GUI, HWComposer, HWUI, RGA

RKDocs\common\display\Rockchip_Trouble_Shooting_Graphics

TEREH

StressTest

RE _E{ERStresstest TH, XFUIRSENSZIUNEEHTENN, BRENRFIETHIREEM. SDK
BISHTFRTERSNA, B “83991906="B5H3, TI/SzfiStressTestiz A, #HITRINEEESIML,
Stresstest WX TEMANAS EECIE:

RIRIBX

e Camera EAMIN: BiECamera $TFFXF], Camera 1R Camera )iz,
e Bluetooth [EIMlliz: B#EBluetooth ¥TFFxF,
o Wi-Fi £AME: S3EWI-Fi3THXA, ( ping MEdAKiperf MXAFION) .

JEEIRIEX
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o KITRAFFIMIK

o (RARMEAEEEEH ML

o STFEEALN

o EEIEHMK

o IREHIZEFENLNK
o Arm ZESRIE

e Gpu Z5mliz

e DDR iz

PCBAIiil TR

PCBA X TEAFHEEE-d P uEEEREI~ MINEERITFIA, IESEF R, BRiEiERE
(LCD) . K&z (Wi-Fi) . B8F (bluetooth) . DDR/EMMC fZfi. SD £ (sdcard) . USB HOST,
=5 (KEY) |, BUEA (Codec) MiKINE.

XL B 5B IR IFEMEIE, FeM4g. DDR/EMMC, LUK ABEIREE, &,
SD-£. USB HOST. Codec, AFmURITA.

B{kPCBATHEEECE K EFIREE, BS%:

RKDocs\android\Rockchip_Developer_Guide_PCBA_Test_Tool_CN&EN.pdf_v1.1_20171222.p
df.

DeviceTest

DeviceTest BF T/ ALK, FEUXZEMZENUSINESSEFESRIEE, SDKBEIFIFTEEE, &
NEZR5“000.="#F N\ DeviceTest, Y1 TFA:

DeviceTest Version:V20111216_01 (for android6.0)

. ILCD . [Touch

 Vibration _. 'Speaker

. Bluetooth , Wifi

_. 'Battery _/sb card
'Brightness . UsbHost

; IGPS . Storage
'Msensor , 'Gyroscope

_. \/ideoPIayer

TEST CHECKED UNINSTALL

0 q O 1 ]
] LRI AN R EF TN AMZATE, MiAY a5 TEST CHECKED " XJFTIRE
BRI TS, RN R eI m pass, KM failed, RAERSBRERELE, WTEMSR,
£1Ea9 failed N, HRANELI, T aliRENAERSTENMNNSEE. B, NREFPEFEENZ
TETES], BHER FAE BOBRBEXNANR.
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USBIRz]]
Rockchip USBIRa%%t), BIEADB, EfHREIK5)

RKTooTs\windows\DriverAssitant_v5.1.1.zip

HF&EREIA
WindowshiR4s

RKTools/windows/AndroidTool/AndroidTool_Release_v2.79.zip

-\ BEREITETE V2,79

THER HREE BRI
# | W it | &F | &3 IIEaced|
¥ 0:00000000  Loader  Z:\2_rk3568_androidillwboot\rkdex. . | |
2 |¥  0x00000000 Parameter  Z:\2_rk3568_androidilrockder\Image. ..
3 [V 0x00004000 Ubeot Z:3\2_rk3568_androidllu—bootiuboot. img
4 | [¥  0x00008000 Miszc Z:\2_rk3568_androidll\rockder\Image. .
5 v 0x0000AD00 Dtho T:\2_rk3568_androidil\rockdev\Image. ..
| [ |¥  0x0000CO00 vhmeta Z:\2_rk3568_androidllrockderImage. ..
7 | ¥  0x0000C800 Boot Z:\2_rk3568_android11\kernel\boot. ing
8 | [¥  0x0001ES00 Recovery Z:\2_rk3668_androidll\rockder\Image. .
9 v 0x001D&500 Super T:\2_rk3568_androidil\rockdev\Image. ..
< >
Loader Ver:1.01 thiT ik BERSER B
L= L
DAT R

LinuxpR4s

RKTools/linux/Linux_Upgrade_Tool/Linux_Upgrade_Tool_v1.56.zip

Linux_Upgrade_Tool_v1.56% sudo ./upgrade_tool -h
Program Data in /home/wlq/.config/upgrade_tool

————————————————————— Tool Usage ------—————-—-—-———————
Help H

Quit: Q

Version: \%

Clear Screen: cs

—————————————————— Upgrade Command ----------———————-
ChooseDevice: CcD

ListDevice: LD

SwitchDevice: SD

UpgradeFirmware: UF <Firmware> [-noreset]
UpgradeLoader: UL <Loader> [-noreset]
DownloadImage: DI <-p|-b|-k|-s|-r|-m|-u|-t|-re image>
DownloadBoot: DB <Loader>

EraseFlash: EF <Loader|firmware> [DirectLBA]
PartitionList: PL

WriteSN: SN <serial number>

ReadSN: RSN

———————————————— Professional command -----------------
TestDevice: TD
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ResetDevice: RD [subcode]

ResetPipe: RP [pipel

ReadCapability: RCB

ReadFlashID: RID

ReadFlashinfo: RFI

ReadcChipiInfo: RCI

ReadSector: RS <BeginSec> <SectorLen> [-decode] [File]
WriteSector: WS <BeginSec> <File>

ReadLBA: RL <BeginSec> <SectorLen> [File]
WriteLBA: WL <BeginSec> <File>

EraseLBA: EL <BeginSec> <EraseCount>

EraseBlock: EB <CS> <BeginBlock> <BlokcLen> [--Forcel]

SDARENFHETR
FIFHIESD-EF4, SO, SD-EPCBAIIA

RKTooT1s\windows\SDDiskTool_v1.59.zip

5STIH
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RKTools\windows\RKDevInfoWriteTool_Setup_V1.0.3.rar

fi ERKDevInfoWriteTool_Setup_V1.0.3.rarjlg &%

VIETERIPRF T

[] RKDevinfoWriteTool V1.0.3 ¥

=E H¥&==it =T

SN ||

WIFI:

LAM:

IMEL: 15
BEX1 LSS
BEX2:

LOADER: 10,10, 10.205‘!,w|q‘l,1_suurce_mde‘l,aS_rkSSgg_andmid10.0_29‘|,mdc:|

ERENRE

THRIRBESE:

RKDocs\common\RKTools manuals\RKDevInfowriteTool_User_Guide_v1.0.3.pdf

DDRIE#EMH TR
FIFMADDRIEEIHER, RIS

RKTooT1s\windows\Rockchip_Platform_DDR_Test_Tool_Vv1.38_Release_Annoucement_CN.7z
RKTooT1s\windows\Rockchip_Platform_DDR_Test_Tool_Vv1.38_Release_Annoucement_EN.7z

efuself5TH
BT efusefdiEE, 1&FFRK3288W/RK3368/RK3399F4&

RKTools\windows\efuse_v1.37.rar
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efuse/otpERTH

BT ESHefuse/otpEER

RKTooTs\windows\SecureBootTool_v1.94.zip

I &£~ERSIR

BT I #tERSEH

RKTooT1s\windows\FactoryTool_1.66.zip

EHSI TR

BT &Xupdate.imgE{4

RKTooTs\windows\FwFactoryTool_V5.52.rar

userdatafy XEIETHRE TR

BT Euserdatan XTEEIRENIE

RKToo1s\windows\OemTool_vl1.3.rar

R
ADBIE

B

ik

ADB (Android Debug Bridge) i Android SDKEI—1TE, AXNTETLUR/EETE Android 1&
HABSERESLAY Android 885, FEINEY

EITIRE shell (5447)

TR S R IR AR i O AR

ITHENANREZ B e/ FEUE

&AM apkiR (L= ZE 8888k Android 188

ADB E—\E i - RSB TER, HhEPmFEERIEPC, REEHEANdroid BEHISTIR
s El. RIEPGERZANdroidiREHIATRAR, ADB TILASAREE:

M4 ADB: FHBITHL/ LML (R—RBEM) EERISTBIRSE

USB ADB: FHiBid USB £i&EiER|STBIR S

USB adb{&EFiiAB
USB adb EERBLITRS:

R USB OTG O
RN ERiGREER (20 cmd B, eclipses®)
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o TFENER—MRE, FUHEEZMNRE
ERE BRI :
1. AndroidiREBLIZIT Android &L, IRE->FFREIEI->EEEZNTEN F17F, usbiFidtF
KITF.
2, PCEHRBT USB LR IH=5 USB otg O, AIGERIKET I T ap< SAndroidiz ERE.

adb shell

3. WHEEEREMTL), 1E17"adb devices"ip<, MRERNBHNFIIS, FEENI.

W4%adbfE R

adb R EBRRA REEBIT USBRITIREEIRK, Madb v1.0.25FFg, 1EINT xH@idtcp/iplEiAndroidig s
AIZHEE.

NBREEFAMBadoFEAIRE, WAREHEIN TG

1. RELIEEAEENO, SEBEIWIFIERMLE.,

IREFAEN (PCHL) BEEBRABIEMN, FRIZEREBEMAYIPHELL,
ERRARNANREEEBIEE pinglSiE.

HERIBEL%ETadb,

. HfRANdroidi®Eadbdi#iZ (adbfUEAERTE) BLiET. adbd#fEEaMTin5555k#T
adbiEZEIA.

SDK4&adbif e E

SDKEVARTFEMESadb, BEFHIEFAREERTITH.
Setting-System-Advanced-Developer options-Open net adb

M&&adbfEF

AHRIZIZENIPF192.168.1.5, FXEEEIX NipiEizadbiEz, HIFIKIRE.
1. BSANdroidiREBEEREE), MRATLIKNE, JLHEAadbd 2B E(psHSEE).
2. EPCHIEYcmdH, A

u A W N
PP

adb connect 192.168.1.5:5555

SNERERAIN S TIRRRR, WRAWAHNE, ALiSkkill-serverans, AFEINER.

adb kill-server

3. WREECEES, THRENP, TsAadbiEXaS#TER T, tkiladb shell, E&m@id
tep/ipiERRIR S EE. FOUSBIEIE—HERY.
4, ERzZE, ERAN EESAN TR SITHERE:

adb disconnect 192.168.1.5:5555

FilEtMEZadbig S

ESDKERIINadbinOSEE, s5EiB(&KadbindS, @I TAIER:

1. BERRIEEBETUSBIEREBIRML, Ewindows cnd F#Tadb shelliF#A.
2. iZBadb5FimO :

#setprop service.adb.tcp.port 5555
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3. BidpsipeEKadbdrypid

4. Ejgadbd

#kill -9, XA pidp @ E—HEIBBMpid

FFkadbdzf5, androidiVinit#fEfGEmIEfGadbd, adbd&EFE, AKIRET
service.adb.tcp.port, FEBERBABEITMNLEIEK,

ADBE RS2

(1) EEREER
BEIEEEITENA Android IREEEENIES :

adb devices

IREINEREREEFF R Android IREHNFFISHEIPHIROS (Port) . KA.
(2) ZZ=apk
BHEER apk M LERIRE L

adb install <apk X ff#1E>
ER0T

adb install “F:\WishTv\wishTv.apk”
BTN A

adb install -r “F:\WishTv\WishTv.apk”

(3) EPEapk
TEEE:

adb uninstall <package>
0T

adb uninstall com.wishtv

(4) fEF rm#BkR apk 324

adb shell rm <filepath>

AN

adb shell rm “system/app/WishTv.apk”

IR BB system/app” BR FHI“WishTV.apk"SZit,
(5) BNRBFEIIEEAIshell
BN BTARIAEEHY shell IR/ER:

adb shell
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(6) MEBRN E&Si4EIRE
FA push @SB LUBAA BN EAMERSESE 4R LRSS, AIEE—MRISAVEBMN, TfeK
B—HIE adb EEAIPIRIZE.
adb push <AHBERIR> <ITFERER>
NI

adb push “F:\WishTv\wishTv.apk” “system/app”

OGEER: B WishTV.apk 324 EE£ZE] Android RGERY system/app”BRT.
(7) MIRE TFESAEIEB N
pull AL RTLUBIRES ERISI A& S IE TR A BB AN,

adb pull <iZFEHE> <AHEKE>

BN :

adb pull system/app/Contacts.apk F:\

TFNRER: K Android Rt system/app” B R RSB FEEIAM FV'ERT.
(8) BE bugiRs
EEEERFERIFEEREEIRS, TLUETT adb bugreportfg<$sksLl, 1%ig<$4¥ Android &
ZHdumpsys, dumpstate 5 logcat FE&FZE~HE,
(9) EEREBNERER
£ adb shel FEFRBRAEENEAKD L,

adb shell getprop

LogcatTH

Android HERFRM TICRIIEERFRLERAIIIEE. HSERASMEEI—ERFERNEPXF
ICRTHRAY, BFXATLAEY Logcat KEEMEM. Logcat RFINERFRIIRZHIIIRE. ZINEEEER
BESTIATREREFIETER. ATEINNETEIFER, FEGEBTTRSFERE.

Logcatds S{EF
i logcat & REERABEENTXPIAS:
HAER:

[adb] Togcat [<option>] [<filter-spec>]

AN

adb shell
Togcat

ERENESTREAN
FI RO TR =L

o iz ATEHIIER
NN
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adb shell
Togcat *:w

MNsBE . BIRUER A warning SESHIREER.

o | HEIREMHATER
BT :

adb shell
Togcat ActivityManager:I MyApp:D *:S

ERRER: SAFATERBEEER, BRT LIRS ActivityManager f{5tdk 9" Info LA ERY. #7855
“MyApp"Fft 54 9" Debug LA LAY,

o RimHFErERIAE
BT :

adb shell
lTogcat wishTv:* *:S

B

adb shell
Togcat -s WishTv

IR REHRE WishTVRIER,

o RmHISEMRIFEIAT
PN

adb shell
Togcat wishTv:I *:S

TERREE: REHRAER |, TR WishTVRIR .
ProcrankTH

Procrank 22 Android BAI—F0ER TR, ETEREMAY shell SMET, FAAHEHEANARFR
R, ETFERHINEERENARAES BB,
BN THREFRER:

 VSS: Virtual Set Size FRIFERRTFA/N (BEHZ=ESRIINE)

e RSS: Resident Set Size SCRRERMIERFA/N (BEHERESBRING)

e PSS: Proportional Set Size SERREFRRAWIEREFEA/N (LbHloEHERESAIINE)

e USS: Unique Set Size &M B S BAMWIEREX/) (FEAE=ESBNRNTE)
EI=W

o USS KIMKERREBTAHEEEFERNNGEA/N, HERRIUESWTEENL;

e VSS/RSS BATHEEFERNANRE, WEERE—HENFRSEESEMNE;

o PSS ERBLHIBHENGESEIE, ER—HENHENEFXNSREER.

{Efprocrank
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P TprocrankBl B &A1 HAIRIKENE]rooti R
Su

i StE:
procrank [ W] [ -v | -r | -p | -u | -h ]

FRESA:
-v: IRHER VSS HEFR
-r: ¥ZB8 RSS HEF
-p: 1% PSS HEF
-u: ¥ZHR USS HEFp
-R: ERIRBELER S HEF
-w: RE7R working set FU4e1H148
-W: E& working set UG
-h: #38f
Bl

B ATFIRAR

procrank

procrank -v

EAprocrankigi i 28I PSSHER?.

NEIEEASER
EEEEHRIONEERRE, HOERIT:

procrank | grep [cmdline | PID]

Hrh cmdline RRE2EHHINBIEFS, PID R rBEEHAINAHIE.
B systemUl BRZRIRE SRR

procrank | grep “com.android.systemui”
B
procrank | grep 3396

IRIFHERTRE

B IREAFNSRRES, #MotmHEhESEERNTHELSR. FRREMANAS, EEEm
FERRFIRER, BNt USS By, mILATREZRILHIER BB NFHE.

M BHHFER A com.android.systemui IR FARFE SRS, EEEEEIME:!

1. {RBEHIK test.sh
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#!/bin/bash

while true;do

adb shell procrank | grep “com.android.systemui”
sleep 1

done

2, Bd adb TEEERREE, GEITHMIA: /test.sh
DumpsysTH

Dumpsys TERZ AndroidRFEFETH—NEFXTE, E7EESENE shel IMET, RERFFIER
EITHIRSIRSEEINEE. [EEETHIIRSS 218 Android bindert/lH PHIBRSIRHIHFE.

dumpsys HIHHFTEDAYS 4

1. RBSTENEENELZ ServiceManagerth RS ;

2. WMERARSHAAEHH dump REGEBEHTI, WIgBEEHmE.

{sEFHDumpsys

o BHZEDumpsysHE;ED
YEF: W dumpsysEENEE.,

dumpsys -help

o BEDumpsysB RS
YER: @wtHdumpsysFrERIHTENIRSER, FAAEILUKTEERARSHER.

dumpsys -1

o MHIEERSRIER
ER: WEiEErIRSSEY dump B,
#&2(: dumpsys [servicename]
I HHARSS SurfaceFlingerfHSE., AIHUTHS:

dumpsys surfaceFlinger

o MHEERSFINAHENEE
ERA: mbIEERSIEENAHEER.
#&: dumpsys [servicename] [RZFE#E]
=~ imEARSS S meminfo, HEE Y com.android.systemui IRFER, HUTm<:

dumpsys meminfo com.android.systemui
IR RSEMREANGEER, FEURMNTERS SR,
Last log /5

o TEdtsXHEEAMITER MR
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ramoops_mem: ramoops_mem {
reg = <0x0 0x110000 Ox0 Oxf0000>;

reg-names = ''ramoops_mem";

};

ramoops {
compatible = "ramoops";
record-size = <0x0 0x20000>;
console-size = <0x0 0x80000>;
ftrace-size = <0x0 0x00000>;
pmsg-size = <0x0 0x50000>;
memory-region = <&ramoops_mem>;

3

- fEN#FEETast log

130| root@rk3399:/sys/fs/pstore # 1s

dmesg-ramoops-0  EXAtZpanic/EiriFHITog.

pmsg-ramoops-0 LW EmE K Tog, androidifilog.

ftrace-ramoops-0 FIEPHEAB H B function trace.

console-ramoops-0 Tast_log E&xJEzhfkernel log, 1HRRAE 7% H LB N Tog Tevel w&ilf)
Tog.

o {ERTE:

cat dmesg-ramoops-0

cat console-ramoops-0

Togcat -L (pmsg-ramoops-0) ifiillogcat HUHIKIF#Hrpull out by logcat and parse
cat ftrace-ramoops-0

FIQIR=,
KBTS R R A (aR SEERANRES, BASOUT:

127|console:/ $ fiq
debug> help
FIQ Debugger commands:

pc PC status

regs Register dump

allregs Extended Register dump
bt Stack trace

reboot [<c>] Reboot with command <c>
reset [<c>] Hard reset with command <c>

irgs Interupt status

kmsg Kernel Tog

version Kernel version

sleep Allow sTeep while in FIQ
nosleep Disable sleep while in FIQ
console Switch terminal to console
cpu Current CPU

cpu <number> Switch to CPU<number>

ps Process 1list

sysrq sysrq options

sysrq <param> Execute sysrq with <param>
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log BEIULER
. iEINE

android: android Tog
kernel : kernel Tog

AP VSE:"
Fri=Developer options

Setting-System-Advanced-Developer options-Android bug collector

log{RTFEETE

data/vendor/Togs/

A1
Bikernelflu-booth4:?

Androidl1l.0 XfNifkernel/i4: develop-4.19, u-bootf/3Z next-devy sz

AASRAY S BISDKRIMIAYIRK releasehR4s

Rockchip Android11.0 SDKEIFEAOSPIRIAIBFIRKIESAHIEFERD, HPRKIEKHNCESS
1E .repo/manifests/include BFE FEAIxmMIF, AOSPELANNTCE

1E .repo/manifests/default.xml ,

ARATIA :

e RK{EXERD
vim .repo/manifests/include/rk_checkout_from_aosp.xml
<project groups="pdk" name="platform/build" path="build/make" remote="rk"
revision="refs/tags/android-11.0-mid-rkrl">
ABRKAIRR A Eandroid-11.0-mid-rkr1
o AOSPEES>

vim .repo/manifests/default.xml
<default revision="refs/tags/android-10.0.0_r14"...>

1EBHAOSPHIRR A 2android-10.0.0_r14
HEEIRHIRAE BRI LR MRS SR80,
BANCEY L BEEBETIN FaSBtagiEE

kernel$ git tag
android-11.0-mid-rkrl
develop-4.4-20190201

RKAYRRAZLAandroid-11.0-mid-rkrxxBIMEIBIBRY, Fr RIS tagandroid-11.0-mid-rkr1


af://n1939
af://n1951
af://n1954
af://n1956
af://n1970

YA RIA S SDKB TR B FHRKAHRISDKIATS

RK& 78 SDKERASATETE. repo/manifests/commit/ B R FXIRHERIZARA R commitiSE, ZFaILUED
XX N commitZRRIFAR BB TEEHSDK, BREEINT:

o FRUNMIIRENZHBISDKRIRIAIRK releasehi " AUSAASCHIASDKAIRKARAS, TELARKhRZAZRKRG
AT,
o BT A<HRERBAIcOmMMItEE

.repo/repo/repo manifest -r -o release_manifest_rkr6_local.xml

o JBIZEEER.repo/manifests/commit/commit_release_rkr6.xml#[]
release_manifest_rkr6_local.xml, BIAJEEIASDKASEE EfTEE,
Hrh.repo/manifests/commit/commit_release_rkr6.xmlgRKkRZARKR6 & FERIcommitiE 2.

ubootflkernelffiEzlogoE FE iR

ubootfkernelfE&Hlogo D BIAFNERIISE—KFIE —5KlogoE /', BILAMREF MBI TIENE
i,

uboot logoiE3Zf4: kernel/logo.bmp

kernel logoiR3f4: kernel/logo_kernel.bmp

NRFBEFIRE—K, IFARBRNbmMpEiGE, EFRmFRZEIT, mMEGIS{4Eboot.imgH,
WBE: LogoB R RK/NBRIRZIFEIBMLARA/NIbmpI&E H, 2358, 16, 24, 32fufJbmp,

KRR
A SR TE A L dts R, EUAATT:

charge-animation {
compatible = "rockchip,uboot-charge";
rockchip,uboot-charge-on = <1>;
rockchip,android-charge-on = <0>;
rockchip,uboot-Tow-power-voltage = <3400>;
rockchip,screen-on-voltage = <3500>;
status = "okay";

Hrh:

rockchip,uboot-charge-on : ubootX#7EEE, SandroidXiFEEBER
rockchip,android-charge-on : androidX#175FHE, SubootxHFEERF
rockchip,uboot-low-power-voltage : ECEREBTFEIFFHIAIERE, TLURIELIRE K TERE
rockchip,screen-on-voltage: BECE(REEFAZISFNERE, AJLMRELRR R THE

UbootB ER7c B E F T flE#t

FHEEREKE, JUERSHREENG, BABERSFEE—E.
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u-boot/tools/images/
— battery_0.bmp
— battery_1.bmp
— battery_2.bmp
— battery_3.bmp
— battery_4.bmp
— battery_5.bmp
L— battery_fail.bmp

WNRFTFHuboot7eE, BRIRBEE~7TEE R, TERBER&EF I8 resource.imgs, AILURII TG
S8

cd u-boot
./scripts/pack_resource.sh ../kernel/resource.img
cp resource.img ../kernel/resource.img

WITLA Eap S iSuboot BB E <118 E kernel BRRIresource.imgi, WWHTFEERKresource.imgf]
BF|boot.imgrr, BJLATEandroidiRERH1T./mkiamge.sh, #AEHESrockdev/ FEAYboot.imgRlHE],

RM310 4Gfic &
AGHIRESDKERARXIN, IFHIFF, RIATHRIE:

vim device/rockchip/common/BoardConfig.mk
#for rk 4g modem

-BOARD_HAS_RK_4G_MODEM ?= false
+BOARD_HAS_RK_4G_MODEM ?= true

Recoveryhgt&fcEH
STHRecoveryHERE0/90/180/270%, BRAIEE (ETESE0R) , HEREESERIIT:

vim device/rockchip/common/BoardConfig.mk

#0:  ROTATION_NONE Jie4:0/%

#90: ROTATION_RIGHT Jigh490/%

#180: ROTATION_DOWN Jie#5180/%

#270: ROTATION_LEFT Jig4h270/%

# For Recovery Rotation
TARGET_RECOVERY_DEFAULT_ROTATION ?= ROTATION_NONE

Android SurfacelEtt
Android KRG RIEE, TTLMEMIN TS, BEESEH0/90/180/270

# For Surface Flinger Rotation
SF_PRIMARY_DISPLAY_ORIENTATION ?= 0

it AOSP EB43iEALHESAY remote
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ZPTRERK N releaseSIBANHEERIE, TLUEAOSPHIremote/EBNERESIE, EIMIZATLUE
BAGooglefVRGIR. XEERILURS FERE. BEMRIERENT:

HiTrepo init (BEfEEbase®) &, {E.repo/manifests/remote.xml, IEEFAY AOSP XN
remote B9 fetch

< remote name="aosp" fetch="./" review="https://10.10.10.29" />

B\
EREF: (BRBEERFREGFENF, FLMRESEEXAEMERRER)

< remote name="aosp" fetch="https://aosp.tuna.tsinghua.edu.cn" />;

B9 (GoogleR{&iR)

< remote name="aosp" fetch="https://android.googlesource.com" />

userdataX {4 R FIRIIEXTA

Zildatay AU Feaf2fs, BNAHEIEAI R LIS dataRAIX AR F K extd, TJLUR/ N
FEEEHIEELIER, BXU5ENT:
LArk3566_r/9fflisies ;

device/rockchip/common$ git diff

diff --git a/scripts/fstab_tools/fstab.in b/scripts/fstab_tools/fstab.in

index 6e78b00..a658332 100755

--- a/scripts/fstab_tools/fstab.in

+++ b/scripts/fstab_tools/fstab.in

@@ -20,6 +20,6 @@ ${_block_prefix}system_ext /system_ext ext4 ro,barrier=1
${_flags},first_stage_

# For sdmmc

/devices/platform/${_sdmmc_device}/mmc_host* auto auto defaults

voldmanaged=sdcardl:auto

# Full disk encryption has Tess effect on rk3326, so default to enable this.
-/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065
Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-
cts:v2+inlinecrypt_optimized,quota, formattable, reservedsize=128M, checkpoint=fs
+#/dev/block/by-name/userdata /data f2fs

noatime,nosuid,nodev,discard, reserve_root=32768,resgid=1065
Tatemount,wait,check,fileencryption=aes-256-xts:aes-256-
cts:v2+inlinecrypt_optimized,quota, formattable, reservedsize=128M, checkpoint=fs
# for ext4

-#/dev/block/by-name/userdata /data ext4
discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1
Tatemount,wait,formattable, check,fileencryption=software,quota, reservedsize=128M
,checkpoint=block
+/dev/block/by-name/userdata /data ext4
discard,noatime,nosuid,nodev,noauto_da_alloc,data=ordered,user_xattr,barrier=1
Tatemount,wait,formattable,check,fileencryption=software,quota,reservedsize=128M
,checkpoint=block

device/rockchip/rk356x$ git diff
diff --git a/rk3566_r/recovery.fstab b/rk3566_r/recovery.fstab
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index 7532217..cf789ac 100755
--- a/rk3566_r/recovery.fstab
+++ b/rk3566_r/recovery.fstab
e@ -7,7 +7,7 @@

/dev/block/by-name/odm /odm ext4
defaults defaults
/dev/block/by-name/cache /cache ext4
defaults defaults
/dev/block/by-name/metadata /metadata ext4
defaults defaults
-/dev/block/by-name/userdata /data f2fs
defaults defaults
+/dev/block/by-name/userdata /data ext4
defaults defaults
/dev/block/by-name/cust /cust ext4
defaults defaults
/dev/block/by-name/custom /custom ext4
defaults defaults
/dev/block/by-name/radical_update /radical_update ext4
defaults defaults

(EeFXRNENEFIF KL
s

RKDocs\android\Rockchip_Introduction_Android_Power_on_Off_Animation_and_Tone_Cus
tomization_CN&EN.pdf

APPiZ B HHEIRTV

device/rockchip/rk3xxx/ NECEI{4: package_performance.xml, EEFITTRFIINEEFREM
feEEE . (M aapt dump badging (file_path.apk)5XEXEZ)

< app package="@4" mode="R7% /5 HN#E, FHHN 1, KHN 0"/>
BIANET I L RBRISENT

< app package="com.antutu.ABenchMark"mode="1"/>
< app package="com.antutu.benchmark.full"mode="1"\/>
< app package="com.antutu.benchmark.full"mode="1"\/>

LTS BN,
GPUEXIRRHIE X
SETER, TSRS

RKDocs\android\Rockchip_User_Guide_Dr.G_CN&EN.pdf

OTP#lefuseififg
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OTPXZFFE A

* RK3326
e PX30
* RK3566
¢ RK3568
EFUSESZH G A
o RK3288
e RK3368
¢ RK3399
B EFotp/efuselRES%E 1Y

RKDocs\common\security\Rockchip-Secure-Boot-Application-Note-v1.9.pdf

R PIITAIERZFAIOTP/EFUSERB BERS

OTP/EFUSERIRZE S BIdkernelfcmdlinei#{T&iE, cmdlinedridfuse.programmedFARIFIR
OTP/EFUSEIRZS, BN :

e "fuse.programmed=1": PHEHEEEHH1T T secure-boot&E, BHEENefuse/otpEEH
ﬂ‘m—%o

o "fuse.programmed=0": P4EHEBEHITT secure-bootE, BHFIEERefuse/otpiRBEH
SASN

e cmdlined&Bfuse.programmed: HAEHEREHTsecure-boot&E (MiniloaderA~g
B) , FEMiniloader KIB&EZIFHER.

FrEselinux
WT™MER, falseaxiA, trueNFTHF

device/rockchip/common$
--- a/Boardconfig.mk
+++ b/BoardConfig.mk
@@ -67,7 +67,7 @@ endif

# Enable android verified boot 2.0
BOARD_AVB_ENABLE ?= false
-BOARD_SELINUX_ENFORCING ?= false
+BOARD_SELINUX_ENFORCING ?= true

Fi3EH " Android R IR [HRR 224

HIE SHERRES R

1. EMEARETES, system/boot/vendor=/MingerprintA—&, F~ERE—ERE.

2. MesF T2 7108 ThEeIconfig, 4miERT, (ERSEBIEFMRAIRZmIFE <SRBI X,

3. WFHEMFERIOFIHINEENIE , aTLAEEAE LAMMIRR, EiES Aframeworks/base ™R
patchKIHsHE :

diff --git
a/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
b/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
index 595c340..d4e495a 100644
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--- a/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
+++ b/services/core/java/com/android/server/wm/ActivityTaskManagerService.java
@@ -6555,7 +6555,7 @@ public class ActivityTaskManagerService extends
IActivityTaskManager.Stub {

} catch (RemoteException e) {

}

- if (!Build.isBuildConsistent()) {

+ if (0 && !'Build.isBuildconsistent()) {
Slog.e(TAG, "Build fingerprint is not consistent, warning

user");
mUiHandler.post(() -> {
if (mShowbDialogs) {

TR SR EAKRIAYIE IR
RAREPIARELARIREAT, MR HEEL AT LA RIS

--- a/Boardconfig.mk

+++ b/BoardcConfig.mk

@@ -146,3 +146,6 @@ endif
ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)
DEVICE_MANIFEST_FILE :=
device/rockchip/$(TARGET_BOARD_PLATFORM) /manifest_ab.xml
endif

+# for ethernet
+BOARD_HS_ETHERNET := true

XFAVB
AVBRIHEXKIGBEFIEC BT IS E Y
RKDocs/common/u-boot/Rockchip_Developer_Guide_UBoot_Nextdev_CN.pdf
SN N
STikER

I0ap SEEMMMDEVMEM, TIDEVMEMERAZRXIFRT, FrLASEIORIALAER, WRELFEERERA
|OaR SATLAIERN 22K :

wlq@ubuntu:~/1_source_code/a3_rk3399_android10.0_29/kernel$ vim
kernel/configs/android-11.config

NEREGORIRUFEIZH:

wlq@ubuntu:~/1_source_code/a3_rk3399_androidl10.0_29/kernel$ vim
kernel/configs/android-11-go.config

BRI T EXAT

# CONFIG_DEVMEM is not set


af://n2065
af://n2068
af://n2071

wlq@ubuntu:~/1_source_code/a3_rk3399_android10.0_29/kernel$ vim
configs/q/android-4.19/android-base.config

Al R EIXAT
# CONFIG_DEVMEM is not set
LA ER RZEERS i
SNSHIaR SN
SNSRAAFEITL, KE14MFHLIA,

B3t A WmiFEFAIFEIEIE Compiling and

development environment setup

Initializing a Build Environment

This section describes how to set up your local work environment to build the Android source
files. You must use Linux or Mac OS; building under Windows is not currently supported.

For an overview of the entire code-review and code-update process, see Life of a Patch.

Note: All commands in this site are preceded by a dollar sign ($) to differentiate them from
output or entries within files. You may use the Click to copy feature at the top right of each
command box to copy all lines without the dollar signs or triple-click each line to copy it
individually without the dollar sign.

Choosing a Branch

Some requirements for the build environment are determined by the version of the source code
you plan to compile. For a full list of available branches, see Build Numbers. You can also choose
to download and build the latest source code (called master), in which case you will simply omit
the branch specification when you initialize the repository.

After you have selected a branch, follow the appropriate instructions below to set up your build
environment.

Setting up a Linux build environment

These instructions apply to all branches, including master.

The Android build is routinely tested in house on recent versions of Ubuntu LTS (14.04) and
Debian testing. Most other distributions should have the required build tools available.

For Gingerbread (2.3.x) and newer versions, including the master branch, a 64-bit environment is
required. Older versions can be compiled on 32-bit systems.

Note: See Requirements for the complete list of hardware and software requirements, then
follow the detailed instructions for Ubuntu and Mac OS below.

Installing the JDK
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The master branch of Android in the Android Open Source Project (AOSP) comes with prebuilt
versions of OpenJDK below prebuilts/jdk/ so no additional installation is required.

Older versions of Android require a separate installation of the JDK. On Ubuntu, use Open]DK.
See JDK Requirements for precise versions and the sections below for instructions.

For Ubuntu >= 15.04

Run the following:

sudo apt-get update
sudo apt-get install openjdk-8-jdk

For Ubuntu LTS 14.04

There are no available supported Open)DK 8 packages for Ubuntu 14.04. The Ubuntu 15.04
OpenJDK 8 packages have been used successfully with Ubuntu 14.04. Newer package versions
(e.g. those for 15.10, 16.04) were found not to work on 14.04 using the instructions below.

1. Download the .deb packages for 64-bit architecture from old-releases.ubuntu.com:

openjdk-8-jre-headless_8u45-b1l4-1_amd64.deb with SHA256
0f5aba8db39088283b51e00054813063173a4d8809f70033976f83e214ab56c0
openjdk-8-jre_8u45-bl4-1_amd64.deb with SHA256
9ef76c4562d39432b69baf6c181199707c5¢c56a5b4566847df908b7d74e15849
openjdk-8-jdk_8u45-b14-1_amd64.deb with SHA256
6e47215cf62052a829e6a0a64985075bd29d1f428a4006a80c9db371c2fc3c4c

2. Optionally, confirm the checksums of the downloaded files against the SHA256 string listed
with each package above. For example, with the sha256sum tool:

sha256sum {downloaded.deb file}

3. Install the packages:

sudo apt-get update

Run dpkg for each of the .deb files you downloaded. It may produce errors due to missing
dependencies:

sudo dpkg -i {downTloaded.deb file}

To fix missing dependencies:

sudo apt-get -f install

Update the default Java version - optional
Optionally, for the Ubuntu versions above update the default Java version by running:

sudo update-alternatives --config javasudo update-alternatives --config javac

Note: If, during a build, you encounter version errors for Java, see Wrong Java version for likely
causes and solutions.

Installing required packages (Ubuntu 14.04)

You will need a 64-bit version of Ubuntu. Ubuntu 14.04 is recommended.



sudo apt-get install git-core gnupg flex bison gperf build-essential zip curl
zliblg-dev gcc-multilib g++-multilib Tibc6-dev-i386 1ib32ncurses5-dev xllproto-
core-dev 1libx1l-dev 1ib32z-dev ccache Tlibgll-mesa-dev Tibxml2-utils xsltproc
unzip

Note: To use SELinux tools for policy analysis, also install the python-networkx package. Note: If
you are using LDAP and want to run ART host tests, also install the libnss-sss:i386 package.

Configuring USB Access

Under GNU/linux systems (and specifically under Ubuntu systems), regular users can't directly
access USB devices by default. The system needs to be configured to allow such access.

The recommended approach is to create a file /etc/udev/rules.d/51-android.rules (as the root
user) and to copy the following lines in it. must be replaced by the actual username of the user
who is authorized to access the phones over USB.

# adb protocol on passion (Rockchip products)
SUBSYSTEM=="usb", ATTR{idvendor}=="2207", ATTR{idProduct}=="0010", MODE="0600",
OWNER="<username>"

Those new rules take effect the next time a device is plugged in. It might therefore be necessary
to unplug the device and plug it back into the computer.

This is known to work on both Ubuntu Hardy Heron (8.04.x LTS) and Lucid Lynx (10.04.x LTS).
Other versions of Ubuntu or other variants of GNU/linux might require different configurations.
References : http://source.android.com/source/initializing.html

fii? B SSH$RIE{EiBA SSH public key
operation instruction

ffi#5? B-1 SSH$AYERY SSH public key generation

eI T A< AERL:

Use the following command to generate:

ssh-keygen -t rsa -C "user@host"

B user@hostEHEpRAYHETEbIL,
Please replace user@host with your email address.

LB TN TEIRRIB R T ERkkey 314,
It will generate the key file in your directory after the command is executed successfully.

IEHERTFEMBIRAENHid_rsaflZR3, FHi§id_rsa.pubKERELESDKARRIRS=RIVEIER,
Please keep carefully the generated private key file id_rsa and password, and send id_rsa.pub to
SDK release server admin through email.

ffi= B-2 (i key-chainEIE%3$H Use key-chain to
manage the key
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HEFIRERIEE S T Bkeychain EIREH,
Recommend you use the simple tool keychain to manage the key.

BIMERITIENT:

The detailed usage is as follows:

1. L¥keychainik4 :
Install keychain software package:

$sudo aptitude install keychain

2. ECEERER:

Configure to use the key:

$vim ~/.bashrc

TN EIXAT:
Add the following command:

eval “keychain --eval ~/.ssh/id_rsa’

Hep, id_rsa@FhASXHEFR,

Among which, id_rsa is the file name of the private key.

D EEENE, EFEREFE, SIRRBAER, REBNERZRIERNEREIN, SXEEA
THEIN.

Log in the console again after configuring as above, and it will prompt to input the password.
Only need to input the password used for generating the key if there is one.

B, BREAEEMsudosirootAlF, FMRAFERIEWNILE, SNESERRAN ZREIEEEL.
Besides, please avoid using sudo or root user unless you know clearly how to deal with,
otherwise it will cause the authority and key management problems.

3R B-3 Z &tz {EMERssh22$8 Multiple devices
use the same ssh public key

EARENEEFER, TLUSRAIsshFASESd_rsafe M EIEFE RIS "~/ .ssh/id_rsa"BE],
In order to use on different devices, you can copy ssh private key file id_rsa to the target device
“~/.ssh/id_rsa".

EERERAFABSHIMN TR, ST B HRAIERAIFAA.

Below hint will show up if using the wrong private key. Please replace with the correct private key.

AINIERBRIFATRS, WURTLAGEAgit Sef2(CR3, S0TEL.

After adding the correct private key, you can use git to clone code, shown as below picture:

AN INsshFATARTBEHINAN METNEIR,
Below error may occur when adding ssh private key:

Agent admitted failture to sign using the key

fEconsolef NN N ap <RI EI R,

Input the following command at console can fix it.

ssh-add ~/.ssh/id_rsa


af://n2138
af://n2143

fiiz% B-4 —& BN ARssh2248 Switch different
ssh public keys on one device

BILAS# ssh_config S iEe&Essh,
You can refer to ssh_config document to configure ssh.

~$ man ssh_config

BT <, BEEZRIAFRIsshALE,
Use the following commands to configure ssh for current user.

~$ cp /etc/ssh/ssh_config ~/.ssh/config
~$ vi .ssh/config

SN, EsshERB— BRI~/ ssh1/id_rsafEIAIERAR. BEXFT5E, AJLARARRE
.

As below picture, identify another directory ssh file "~/.ssh1/id_rsa” as certificate private key. In
this way, you can switch different keys.

fi35* B-5 Z4ABREE Key authority management

ARSI LASERS in i ey AU FEOREL. IPFER, MIRAMBEISERABENATkeyAY FEAR.
The server can real-time monitor for the specific key the download times, IP and other
information. If any abnormal case is found, it will prohibit the download authority of the
corresponding key.

IBREREMANG. AFREIRENSHR=75ER.

Please keep carefully the private key file. DO NOT re-authorize it to the third party.

ffii5* B-6 Git{{fRERiGIREE Git authority application
instruction

SE FRET, ERAENXH, RAM4GZE fae@rock-chips.com, EREFHESDKAEE FEHASR.
Refer to above chapters, generate the public key file, and send email to fae@rock-chips.com
applying for SDK code download authority.
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